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Welcome
Sonya Twohig

Secretary General, ENTSO-E

#Cybergrids22   @EDSO_eu   @ENCS_CyberSec   @ENTSOςE



Opening
Roberto Zangrandi
Secretary General, E.DSO
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Guidelines for participants
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Videoandaudio

ÅVideoandaudioisallowedonly for OnlineSpeakersor Panellists.

ÅOnlineSpeakerswill be askedto switchvideoandaudioOFFwhennot talking.

ParticipantsQuestions

ÅParticipants can place their questions directly through Sli.do by using the code
#2102419or by scanningthe QRcode.

ÅIndicateyournameandcompany/institutionwhenpostingyourquestion.

ÅThe Moderator will select a couple of questionsand ask the relevant speakersor
panelliststo comment.

ÅChatandraisethe handfeaturefor onlinetool will not be used.

https://app.sli.do/event/6n4w6enKzJWTX9yuDSZimR


Moderated by

Roberto Zangrandi
Secretary General, E.DSO
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10:00 10:10 Welcome from organising Associations E.DSO, ENCS and ENTSO-E 

OpeningςSonya Twohig, Secretary General, ENTSO-E 

10:10 11:00 Opening Session ά¢ƘŜ ²ŀǊ ƛƴ ¦ƪǊŀƛƴŜΥ {ǘǊŀǘŜƎƛŎ ƛƳǇŀŎǘ ƻƴ 9ǳǊƻǇŜŀƴ ŜƴŜǊƎȅ ƎǊƛŘǎ ŀƴŘ 9¦ Ǿƛǎƛƻƴέ
Lorena Boix Alonso, Director for Digital Society, Trust & Cybersecurity, DG CONNECT, European Commission
Paula Pinho, Director for Just Transition, Consumers, Energy Efficiency and Innovation, DG ENER, European Commission
Evangelos Ouzounis, Head of Policy Development and Implementation Unit, ENISA 
Tahir Kapetanovic, Head of System Operation, Austrian Power Grid, Chair of System Operations Committee, ENTSO-E
Robert Lee, Founder and CEO, Dragos (recorded video)

Moderator: Roberto Zangrandi, Secretary General, E.DSO

11:00 11:15 Coffee break

11:15 12:30 Panel Discussion I ά/ȅōŜǊŀǘǘŀŎƪǎ ŀƴŘ ǎǘǊŀǘŜƎƛŜǎ ŎƻƳǇǊƻƳƛǎƛƴƎ ǘƘŜ 9ǳǊƻǇŜŀƴ ƎǊƛŘǎέ
Jean François Montagne, Chief Information Security Officer, Enedis
Grzegorz Bojar, CIO, PSE, ICT Committee member, ENTSO-E
Anjos Nijk, Managing Director, ENCS
Aurelio Blanquet, Secretary General, EE-ISAC 

Moderator: Ivan ~ǘŜŦŜƪΣ /L{hΣ 29t{Σ StGICT Security Convenor, ENTSO-E

12:30 13:00 Testimonial from ENTSO-E on Synchronisation 
Gianluca Guidarelli, Principal Engineer Infrastructure, Swissgrid, Ukraine Synchronisation Task Force IT Work Stream Leader, ENTSO-E

13:00 14:00 Lunch Break 

14:00 15:15 Panel Discussion II άbŜǘǿƻǊƪ /ƻŘŜ ƻƴ /ȅōŜǊǎŜŎǳǊƛǘȅέ
Olivier Clément, Head of Cybersecurity Anticipation & External Affairs, Enedis, Chair of the Expert Group, EU DSO Entity 
¢ƻƳłǑ {ǾƻōƻŘŀΣ IŜŀŘ ƻŦ /ȅōŜǊǎŜŎǳǊƛǘȅ 5ŜǇŀǊǘƳŜƴǘΣ 29½ Distribuce
Daiga Dege, Business Security Specialist ,ENTSO-E
Stefano Bracco, Knowledge Manager, ACER 

Moderator: Maarten Hoeve, Director Technology, ENCS

15:15 15:30 Closing Remarks
Michaela Kollau, tƻƭƛŎȅ hŦŦƛŎŜǊΣ ¦ƴƛǘ .п ά{ŜŎǳǊƛǘȅ ƻŦ {ǳǇǇƭȅέΣ 9/ 5D 9ƴŜǊƎȅ 

Agenda
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Lorena BoixAlonso
Director for Digital Society, Trust & Cybersecurity

DG CONNECT, EC
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Paula Pinho
Director for Just Transition, Consumers, Energy Efficiency 

and Innovation

DG ENER, EC
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EvangelosOuzounis
Head of Policy Development and Implementation Unit

ENISA
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Tahir Kapetanovic
Head of System Operation, Austrian Power Grid

Chair of System Operations Committee, ENTSO-E
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Robert Lee
Founder and CEO

Dragos
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COFFEE BREAK
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Ivan ~ǘŜŦŜƪ
29t{Σ 9b¢{h-E

Moderator: 
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Panel Discussion I: ά/ȅōŜǊŀǘǘŀŎƪǎ ŀƴŘ ǎǘǊŀǘŜƎƛŜǎ ŎƻƳǇǊƻƳƛǎƛƴƎ ǘƘŜ 9ǳǊƻǇŜŀƴ ƎǊƛŘǎέ

Jean François Montagne
Enedis, E.DSO

Anjos Nijk
ENCS

Grzegorz Bojar
PSE, ENTSO-E

Aurelio Blanquet
EE-ISAC



Testimonial from ENTSO-E on Synchronisation 

Gianluca Guidarelli
Principal Engineer Infrastructure, Swissgrid,

Ukraine Synchronisation Task Force IT Work Stream 
Leader, ENTSO-E
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Key Success Factors

Good Luck

Skill and Resources

Preparation



Electronic Highway ReplacementActions 

EH Strategy

Forward

ωDefinition of future Inter-TSO data communication 
requirements

ωDefinition of EH replacement/Evolution strategy

EH/ATOM Risk 
Assessment

ωRiskFeasibility/studyfor consolidationof all inter-TSO
communicationon a singleinfrastructure.

ωDefinitionof riskmitigationandinfrastructurelifecycle
principles.

PCN

Topology

ωDefinition of PCN Topology rules

ωDefinition of PCN Detailed Architecture 

Space-Grid
Study

ωFeasibility study for implementation of combined 
backup system for OOB,EVS, EDS functions

ωDefinition of implementation strategy

PCN Rollout

ωImplementation of PCN Topology

ωTesting and hand-over in operation of PCN Network

PCN Target 
operating

Model

ωDefinition of Governance principles

ωAgreement about inter-committee interactions

CNMLA

ωAdoption of PCN TOM Governance

ωImplementation of CN Framework

ωImplementation of PCN Cost Sharing

PCN OOB

ωImplementation of PCN Satellite backup

ωImplementation of OOB, SNO,EVS, EDS functions

ActuallyIn Implementation



Ukrenergo Connection Key Enabling points

Space-Grid Study*Central Operation EntityCN MLAPCN

UnderImplementation

Network Type

Å Multiservice MPLS Backbone

Coverage

Å All ENTSO-E TSO
Å Other TSOs NGSO, TEIAS, UKRENERGO
Å RSCs

Network Capability

Å L3 VPN
Å L2VPN; EVPN
Å User Service provision

Scope

Å All Inter-TSO, RSC Traffic
Å Potential extension to other organization
Å Leverageof infrastructure costs

Target

Å Implementation of PCN Satellite Backup
Å Fulfill NC-ER obligation

Service Scope

Å Emergency Network Management
Å Emergency Voice System
Å Emergency Data Communication

Integration strategy

Å Seamless integration in PCN routing 
Å Implementation of Emergency voice 

capability for control canter
Å Automatic failover in case of failure

Coverage

Å All Inter-TSO, RSC Traffic
Å Potential extension to other organization

Organization

Å TSOs consortium to seamless provide  PCN 
services.

Å Funded by CN MLA budget
Å Reporting to CN MLA Governance

Service Scope

Å NOC
Å NSC
Å SNO;OOB
Å EVS

Benefit

Å Sharing of service role among minimum 2 
organization

Å Leverage of system and knowledge
Å Easy extension to other service
Å Possibility to operate for multiple MLAs

MLA Architecture

Å Separation of Technical topic in CN
Framework

Å Flexibility to extend to additional
Users/servicewithout amendment

Budget/Finance

Å FundedoutsideENTSO-EMembershipfee
Å Customcostsharingmechanism
Å Contribution proportional to the service

consumed

Governance

Å CN Participant (Involved in Governance)
Å /b 9ȄǘŜǊƴŀƭ ¦ǎŜǊǎ ό{ŜǊǾƛŎŜ ¦ǎŜǊΩǎ)
Å ENTSO-E (Support)
Å Ownership  TSOs

*Project is in implementation under the PCN OOBName

PCN 
Network

International MPLS Backbone


