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I. Executive Summary 

Smart grids will not be rolled out in a single swoop. Instead, their implementation is an incremental and 
continuous step-by-step learning process, characterised by different starting points throughout Europe. In 
this context, standardisation is an indispensable step to ensure smart grid deployment. A multitude of 
standards in different areas are required to ensure new functions and interoperability.  
 
Distribution system operators (DSOs) will play a key role in the smart grid deployment. The table below 
summarises the DSO priorities for standards along the different smart grid functionalities and services. 
Recommendations for action on each of these standards are highlighted in boxes throughout the text. 
 

 
Smart Grid Functionality & Service 

 
List of Standards 

 

Smart Network Management 

- Electromagnetic compatibility & 
power quality 

- Advanced network operation 
and control (e.g. faster fault 
identification and self-healing 
capabilities, advanced network 
automation, volt var/watt 
control) 

- Smart metering and power line 
communication 

IEC 61000 series 
IEC 61968/61970/62325 (CIM) 
IEC 61850 series, IEC 60870 
series 
IEC 62689 series 
IEC 62351 series 
IEC 60255 series 
 

Smart Integration of Distributed 
Generation and e-mobility 

- Integration of distributed 
generation 

- Integration of electric vehicles 
- Integration of new usages such 

as storage, heating & cooling, 
etc.  

EN 50438 
IEC 61850 series 
TS 50549-1 & 2 
ISO/IEC 15118 
IEC 62786 
IEC 61851 
 

Smart Markets and Active 
Customers 

- Enable DSO to act as market 
facilitator and grid optimiser 

- Develop demand response and 
demand side management 
programmes 

- Aggregate distributed energy 
resources and e-mobility 

- Balance the power grid  

IEC 61968/61970/62325 (CIM) 
IEC 62056 (DLM/COSEM) 
IEC 61850 series 
SEP 2.0, Open ADR, ... 
 

Table 1: Standards for smart grid functionalities and services for DSOs
1
 

Timely availability of these standards will be important, especially because DSOs already have to cope with 
challenges that require smart grid functionalities and services. The proliferation of intermittent 
decentralised renewables in the distribution grid is but one example.  
 
If the final standards are to reflect DSO standardisation needs, DSOs must act rapidly to ensure that their 
views are heard. To this end, the Eurelectric and EDSO for Smart Grids will publish a DSO standardisation 
roadmap for smart grids in the course of 2013. 
 
Meanwhile, smart grid standards are not being developed in a regulatory vacuum. On-going discussions on 
the smart grid market model ǿƛǘƘƛƴ ǘƘŜ 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴΩǎ ¢ŀǎƪ CƻǊŎŜ {ƳŀǊǘ DǊƛŘs have to be taken 
into account, as must the development of network codes by ENTSO-E.   
 

                                                           
1
 Source: EURELECTRIC 10 Steps to Smart Grids 
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II. Introduction 

1. Standardisation at the fore 

Standards play a key role in the development and deployment of technology in society, providing an 
indispensable basis for widespread market penetration and customer convenience. Agreed standards tend 
to encourage innovation, boost productivity and shape market structures, enhancing economic efficiency by 
reducing or eliminating technical barriers that can create market distortions. Standardised smart grid 
technology is a prerequisite for a secure investment climate, especially taking into account the long lead 
times of the distribution business. Moreover, agreed standards will benefit all stakeholders involved. 
 
In a meeting on energy issues in February 2011, the 27 EU Heads of State and Government concluded that 
the internal energy market should be completed by 2014 so as to allow gas and electricity to flow freely. To 
reach this challenging target, they asked Member States, in liaison with standardisation bodies and industry, 
ǘƻ άŀŎŎelerate work with a view to adopting technical standards for electric vehicle charging systems by mid-
2011 and for smart grids and meters by the end of 2012.έ 
 
The electricity industry welcomes this political recognition of the importance of standardising smart grid 
technology. We are already collaborating with European and international standardisation bodies to ensure 
the development of secure, cost-effective standards. Although the restrictive timeframe may ultimately 
prove unfeasible, standards are not an end in themselves but a means to achieve smooth system operation 
and interaction between relevant actors as well as cost-effective deployment. To this end, both the 
regulatory framework ς which may, for the distribution business, diverge significantly across different 
Member States ς and the market model will also greatly influence the functioning and operation of smart 
grids in practice.  
 

2. DSO priorities for deploying smart grids  

Based on the recommendations for smart grid standardisation in Europe, as developed by the European 
standardisation organisations, the distribution companies represented by EURELECTRIC and EDSO for Smart 
Grids have identified the major standardisation priorities for the distribution business.  
 
EURELECTRIC and EDSO for Smart GrƛŘǎΩ work concentrates on the following main application areas: 

¶ Peak Demand Management 

¶ DER integration and management 

¶ EV integration and management 

¶ Flexible load integration and management  

¶ Power Quality management 

¶ Grid Optimisation (operation, maintenance and loss reduction) 

In future, storage systems will become an additional component to integrate and manage.  

The standards related to the abovementioned areas should be further supported by market mechanisms and 
regulation. The ENTSO-E network codes, for example, could make clear reference to CIM and Role Model 
eBIX standards, and provide guidelines for national grid connection codes. 
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Meanwhile, DSOs are already facing challenges related to an increasing share of intermittent and 
decentralised renewable generation. Given the impact this will have on the distribution network, technical 
standards related to connection and installation are of utmost importance for the distribution business.  
 
Furthermore, smart grids will require a more advanced level of automation compared to the grids today, 
leading to an increased introduction of ICT in the grids. Respective standards are therefore a must. 
¢ƻƳƻǊǊƻǿΩǎ smart grid differs from the existing distribution network in that it will be equipped with 
extensive telecommunication capabilities. First, information models CIM and IEC 61850 need to be extended 
to replace old application protocols (identified in the standardisation gap Gen-1 and Dis-2). Second, there is 
a need to allocate a specific portion of the radio spectrum to smart grids to enable advanced bidirectional 
communication and data collection. This will improve network operation and open up possibilities for new 
services on the demand side, for instance through smart meters and electric vehicles. 
 
Telecommunication for smart grids should not be limited to the access segments (for both mobile and fixed 
networks). Indeed all parts of the telecommunication infrastructure should be equally considered, i.e. 
backbone, carrier, access, and service provision/delivery. DSOs do not recommend any predefined dominant 
telecommunication technology: all wired (fiber-optics,  copper, power line), radio links (Very High Frequency, 
Ultra High Frequency, microwave), satellite links, access wired and wireless technologies, and others have to 
be considered in terms of their performance and cyber security issues. 
 
The following sections highlight and explain the priorities for smart grid standards from the perspective of 
the distribution business. They have been grouped into three main categories:  
 

- Smart network management 

- Smart integration of distributed generation and electric vehicles 

- Smart market and customers 

 

III. DSO Standardisation Priority Clustering  
 

Within M/490 ς the Smart Grid Standardisation Mandate issued by the European Commission ς a 
stakeholder-based ranking has identified the broad priorities for smart grid standardisation. For the purpose 
of this document, EURELECTRIC and EDSO for Smart Grids have carried out a specific DSO priority clustering 
for smart grid standardisation.  
 
The DSO priority clustering intends to cover, first, the improvement ŦǊƻƳ άbusiness as uǎǳŀƭέ ǘƻ άgrid 
optimisationέ ό5D ŎƻƴƴŜŎǘƛƻƴ ǊǳƭŜǎΣ 9a/ power quality, advanced automation, Volt Var control and 
distribution network dispatching) including the right level of cyber security. In a second step, the possibility is 
developed to use flexibilities connected to the distribution grid for further grid optimisation and for the 
market (Active Demand Management). In this second step the DSO acts as a άmarket fŀŎƛƭƛǘŀǘƻǊέ. 
 
With its emphasis on the seamless functioning of the network, the prioritisation of DSOs obviously differs 
from the one developed under the M/490 within the WG First Set of Standards, which takes all stakeholder 
interests into account. The coloured list below provides an overview of the level of urgency in 
standardisation priorities.  
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 ID Gap summary Justification 

DSO 
Primary 
Priority 
cluster 

Dis-1 
Dis-7 

Feeder and advance 
distribution automation 

Significant importance for DSOs to ensure increased automation of the MV 
network. Enhancement of efficiency in day-to-day grid operation and the ensuring 
network security, system control and quality of supply are essential items. 
Main scope of this work is to create a technical report IEC 61850-90-6 for feeder 
Automation communication and an international standard IEC 62689 for fault 
detectors for medium voltage lines.  
The new standard IEC 62689 for fault detectors may result in higher investment 
costs, but the financial impact in general seems to be low as fault detectors as 
άǎǘŀǘŜ ƻŦ ǘƘŜ ŀǊǘέ ŀǊŜ ƛƳǇƻǊǘŀƴǘ ŦƻǊ ŀ ǎŜŎǳǊŜ ƎǊƛŘ ƻǇŜǊŀǘƛƻƴΦ hǘƘŜǊǿƛǎŜΣ ƛƴǘŜƭƭƛƎŜƴǘ 
fault detectors will enhance grid operation and can help to reduce shutdown times. 
It may have a high impact on operation, complexity, reliability and upgradeability of 
concerned systems. 

Gen-4 
Gen-5 

Connecting DER to the grid 

The aim is to support harmonizing the electrical connection installation, and 
operation rules within Europe down to all levels of connection of DER. But too strict 
connection requirements may have financial impact and slow down the 
implementation of DER. 
This gap will also need to adapt to the future European Network Code 
requirements.  

EMC-1 
Review existing EMC 
standards 

Main scope of this work is a review of existing standards regarding EMC taking into 
account new developments in the grid (DER, e-mobility). Further work is planned on 
electromagnetic interference between electrical equipment/systems in the 
frequency range below 150 kHz. 

Dis-3 
Seamless communication 
between control centre and 
substation 

Main scope of this work is to create technical reports IEC 61850-90-2 and -11 for 
communication between substation and control centre and WAN technology 
guidelines for IEC 61850 series. IEC 61850 has been identified as a core standard for 
smart grids by IEC with high impact on operation, complexity, reliability and 
upgradeability of concerned systems. 

Gen-1 
Dis-2 

Harmonized glossary, 
semantic & modelling 
between back-office 
applications (CIM) and field 
applications (IEC 61850) 

The missing alignment of glossaries and data modelling between control centres 
and field application may cause additional complexity and reduce reliability and 
upgradeability of concerned systems. 
Main scope of this work is to harmonize IEC 61968/61970 and IEC 61850 series. 
They have a high impact on operation, complexity, reliability and upgradeability of 
concerned systems. 

DSO 
Secondary  

Priority 
cluster 

Gen-2 
SM-1 
Ind-1 

Harmonisation between IEC 
62056 series (DLMS/COSEM) 
data model and IEC 
61850/CIM 

The exchange of metering data and tariff information is fundamental to the 
implementation of smart grids. The further development of different and 
competing standards for the same purpose leads to unnecessary costs and 
complexity. 
Main scope of this work is to revise IEC 61968-ф άApplication integration at electric 
utilities - System interfaces for distribution management - Part 9: Interface for meter 
reading and controlέ ŀƴŘ ǘƻ ŎǊŜŀǘŜ L9/ снлрс-сн άElectricity metering data 
exchange - The DSML/COSEM suite - Part 6-2: COSEM interface classesέ όŘǊŀŦǘ 
published in 2010-11) as international standards.  
.ƻǘƘ ǎǘŀƴŘŀǊŘ ǎŜǊƛŜǎ ƘŀǾŜ ŀƴ ƛƳǇŀŎǘ ƻƴ 5{hΩǎ ŦǳǊǘƘŜǊ ƳŜǘŜǊƛƴƎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ 
concerning system interface for meter reading and control. 

Other-1 

Smart Grid communication 
standards relying on the  
Internet based standard Web 
Services & harmonisation 
with CIM and IEC 61850 

IEC 61850 has been identified as a core standard for smart grids by IEC with high 
impact on operation, complexity, reliability and upgradeability of concerned 
systems. As the communication technology used within back-office systems (such as 
monitoring & control centres) or on field level (such as feeder automation or 
integration of DER or active consumer) may have financial impact and also on 
operation performance, the specific impact also depends on the current applied 
communication technology at DSO level 

Gen-3 
Ind-2 
HB-2 

Extended field data modelling 
standard (part of IEC 61850) 
to support demand response, 
DER, VPP and 
home/building/industry 
automation 

The normative definition of logical nodes for DER is necessary for new smart grid 
appliances because process devices have to be described in such logical nodes for 
information exchange. Therefore it is important that currently valid logical nodes in 
process protocols are not subject to change in the further standardisation process. 
Main scope of this work is to revise IEC 61850-7-пнл ά/ƻƳƳǳƴƛŎŀǘƛƻƴ ƴŜǘǿƻǊƪǎ ŀƴŘ 
systems for power utility automation - Part 7-420: Basic communication structure - 
5ƛǎǘǊƛōǳǘŜŘ ŜƴŜǊƎȅ ǊŜǎƻǳǊŎŜǎ ƭƻƎƛŎŀƭ ƴƻŘŜǎέΦ 

SM-3 
From Smart metering to 
Smart Grid, and e-mobility 

It is necessary to ensure harmonization with existing metering models and other 
relevant standardization initiatives related to smart grids. There is a considerable 
relevance for all e-mobility topics where smart services are provided as possible 
market model. 
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 ID Gap summary Justification 

 

Com-2 
Harmonize activities on 
data transport 
technologies 

Main scope is to extend the frequency range on the low frequency 
equipment impedances according to EN 50065-1 and to define 
supported protocols based on ITU G.9960 and G.9961 for Smart Grid 
applications.  
It is to notice that EN 50065-1 is a harmonized standard to the low 
voltage directive 2006/95/EC and the EMC directive 2004/108/EC. 
Harmonised standards generally are important for the market because 
they have to be applied by manufacturers and operators due to their 
presumption of conformity to European guidelines and so also to 
national legislation. 

Dis-4 
Develop cyber security 
around IEC 62351 

The information processing systems at the process control level are 
consequently exposed to an increasing number of threats and 
vulnerabilities. It is therefore essential that, in the area of process and 
business control as used by the energy utility industry, adequate 
information security is achieved. 
IEC 62351 standard series has been identified as core relevance for 
smart grids by IEC. But in fact that IEC 62351 addresses security and 
specifies technical requirements on protocol level, it mainly addresses 
vendors and telecom operators when they develop products according 
to IEC 61850, IEC 60870, IEC 61970 and IEC 61968. 

DSO 
Tertiary 
Priority 
cluster 

Ind-3 Smart metering data to 
building system interface 

Main scope of this work is to ensure coordination between IEC PC118, 
TC205, TC57 and CEN TC 294 / CENELEC TC13. As there is a close 
coordination within the ESOs, there is no specific impact on DSOs. 

Ind-5 Electrical installation 
allowing DER installation 

Main scope of this work is to support the development of a dedicated 
part within the HD (IEC) 60364 to cover new safety and protection 
issues for the electrical installation of DER to the grid. Safety issues will 
concern all kind of operation and plant technology. 

EMC-2 Review EMC and Power 
Quality levels 

Main scope of this work is a review of EMC and power quality levels and 
measurement methods. A draft of IEC 61000-4-30 Ed. 3 was distributed, 
including an informative annex for measurement method for conducted 
disturbances in the range of 2 - 150 KHz. 
Further actions are the addition of annexes to TR 50422 regarding the 
impact of DER on supply voltage and the impact of disturbance in 
frequency range above 2 kHz on supply voltage.  

 

EMC-3 Consider distorting 
current emissions from 
DER equipment 

Main scope of this work is to standardize how to give a limitation to the 
distorting current emission by DER equipment and to fairly allocate the 
ability of networks to absorb distorting current emissions. With 
publication of IEC 61000-3-15 in September 2011, the main activity of 
EMC-3 is closed. Further actions are to revise standards impacted by IEC 
61000-3-15 (revision of IEC 61000-2-2 and 61000-2-12, second priority 
is for IEC 61000-3-14, then for IEC 61000-3-6, 61000-3-7 and 61000-3-
13). According to IEC, the 61000 series has only low relevance for Smart 
Grid application. 
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1. STANDARDS FOR SMART NETWORK MANAGEMENT 

Standards enabling άSmart Network Managementέ will significantly improve the traditional business of DSOs 
by addressing key issues such as Power Quality Management and Grid Optimisation, by integrating a high 
level of cyber security. 
 

1.1. Review EMC and Power Quality  levels 

Electromagnetic Compatibility is a prerequisite for products and is therefore not limited and not unique to a 
Smart Grid. Nonetheless, to ensure proper functioning of the Smart Grid, coexisting with other electrical and 
electronic systems, the Smart Gird must be designed with careful consideration for electromagnetic 
emissions and immunity for various electromagnetic phenomena. It is therefore of utmost importance that 
EMC is addressed effectively if the Smart Grid is to achieve its potential and providing benefits when 
deployed. 
 
For a number ƻŦ άǎƳŀǊǘέ ŀǇǇƭƛŎŀǘƛƻƴǎ όŜΦƎΦ DER, Electric Vehicles or Power Line Transmissions (PLT) in the 
metering domain), EMC will be a major issue.  
 
Currently, there are some gaps in the field of EMC standardization: e.g. for immunity and emission in the 
frequency range from 2 kHz to 150 kHz2.  To ensure proper functioning of electronic equipment and of PLT 
services these standardisation gaps have to be closed (PLT emission levels are covered by IEC 61000-3-8 and 
61334-3-1). Additionally, revised standards are needed so that power quality standards are met in the 
changing environment of distribution grids and ensuring long term possibility to use PLT under good 
economic and technical conditions.  
Within current standards the requirements for emission and immunity are set for single equipment on a 
ŎƭŜŀƴ ƎǊƛŘΦ Lƴ ŦǳǘǳǊŜ ǘƘŜ ƛƴǘŜǊŀŎǘƛƻƴ ƻŦ ǘǿƻ ƻǊ ƳƻǊŜ ŜǉǳƛǇƳŜƴǘΩǎ ƻƴ ǘƘŜ ǎŀƳŜ ƎǊƛŘ Ƴǳǎǘ ōŜ ŎƻǾŜǊŜŘΦ  
  

DSO Recommendation: 
Support EMC Committees (IEC SC 77A and other CISPR where appropriate), as well as those Product 
/ƻƳƳƛǘǘŜŜǎ ŘŜŦƛƴƛƴƎ 9a/ ǊŜǉǳƛǊŜƳŜƴǘǎ ƛƴ ǘƘŜƛǊ ǇǊƻŘǳŎǘ ǎǘŀƴŘŀǊŘǎ ό¢/ ннΣ ¢/ моΣ ¢/рт ΧύΣ ƛƴ ǘƘŜƛǊ ŜŦŦƻǊǘ ƛƴ 
view of reviewing the existing standards and covering the abovementioned gap in EMC standardisation. 
Especially: 

- IEC 61000-2-2: Compatibility Levels for Low-Frequency Conducted Disturbances and Signalling in 
Public Low-Voltage Power Supply Systems (Maintenance of an existing standard. Investigation has 
started in view of addressing the 2-150 kHz frequency range : 77A/773/RR (2011/10)) 

- IEC 61000-2-12: Compatibility Levels for Low-Frequency Conducted Disturbances and Signalling in 
Public Medium-Voltage Power Supply Systems (Maintenance of an existing standard. Investigation 
has started in view of addressing the 2-150 kHz frequency range: 77A/774/RR (2011/10)) 

- IEC 61000-4-19: Immunity to conducted, differential mode disturbances in the frequency  2 ς 150 
kHz at a.c. ports (New Project : 77A/783/CD (2012/01)) 

- Emission requirement in the range of 2-150 kHz (establishment of a Joint Task Force SC77A/CISPR 
agreed in principle) but in accordance with the existing standard (CEI EN 50065 series. 

- EMC and EMC standards, respectively, have to be matched with criteria to power quality 

 

  

                                                           
2
 See also the detailed EURELECTRIC position paper: EURELECTRIC position regarding emission levels at frequencies 

below 150 khz of equipment connected to low and medium voltage electricity networks of November 2012. Available 
on: http://www.eurelectric.org/media/68009/1128_eurelectric_postion_on_emissions_final-2012-030-1004-01-e.pdf   

http://www.eurelectric.org/media/68009/1128_eurelectric_postion_on_emissions_final-2012-030-1004-01-e.pdf
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1.2. Feeder automation and advanced distribution automation 

Advanced Distribution Automation is a mandatory function of the Smart Grid. Advanced Distribution 
Automation will facilitate to improve the management and operation of the distribution network: it will 
evolve from a semi-automated approach towards a fully automated one. It will not only take into 
consideration fault detection, also fault clearing, supply restore and network configuration and the effect of 
these processes of a large amount of distributed generation (especially from RER along MV and LV feeders).  
 

DSO Recommendation: 
- Support the development of  Advanced Distribution Automation standards, covering V and I 

sensors, switching equipment and fault detectors (definition, modelling) for medium voltage 
(overhead and underground) such as IEC 61850-90-6 

- Support the development of ŀ ǇǊƻǇŜǊ άǊŜŀƭ-ǘƛƳŜέ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƴŜǘǿƻǊƪ ǘƻ ǇǊƻǇŜǊƭȅ ŘŜŀƭ 
with Distributed Generation in the context of advanced network automation and appropriate 
standards such as IEC 61850-90-2/12, IEC 61850-80-2/3 

 
SCADA systems, advanced sensors, and electronic controllers are integrated into the Distribution 
Automation system in order to achieve the desired performance and reliability at the distribution network. 
Interoperability of all components participating in the Advanced Distribution Automation system requires 
communication standards covering not only the devices of the substation, but all the components from the 
substation to the point of interface with the end consumer (Smart Grid Connection Point) and to the 
Distribution Network Control Centre. Traditionally, proprietary protocols have been used to model and 
transport the data and the applications. Today, some of them such as old protocols (e.g. non-IP protocols like 
Sprint/X25) do not support the new needs of Smart Grid applications and need to be replaced by more 
appropriate and advanced protocols. 
 
bŜǾŜǊǘƘŜƭŜǎǎΣ ŦǳǊǘƘŜǊ ƛƳǇǊƻǾŜƳŜƴǘǎ ŀǊŜ ƴŜŎŜǎǎŀǊȅ ōƻǘƘ ƻƴ ǘƘŜ άōŀǎƛŎέ ƭŜǾŜƭ ŀǎ ŦƻǊ ŀ ǎȅǎǘŜƳ ŎƻƳǇƭŜǘŜƭȅ 
performing on communication. The protocol to be adopted, not only for intra substation communication, 
but also, and especially, for extra substation communication, shall be IEC 61850 (2nd edition), which has to be 
completed in most of its parts. In addition, as a real interoperability is a mandatory target, DSOs should 
avoid accepting IEC 61850 data model and profiles defined from one or another manufacturer, as this will 
not allow any real interoperability.  
 

1.3. Seamless communication between control centre and substation based on IEC 

 61850 

Old protocols have to be replaced because they do not support the new needs of monitoring and controlling 

the equipment as primary substations and feeder RTU's. 

DSO Recommendation: 
- Support IEC/61850-90-2 (Guideline for using IEC 61850 to control centres)  
- Support IEC/61850-8-2 and IEC 61850-8-3 (Mapping of web services technology) 

 

1.4. Further develop power/distribution line communication 

The use of Power Line Communication (PLC) or Distribution Line Communication (DLC) represents a 
άƴŀǘǳǊŀƭέ ǎƻƭǳǘƛƻƴ ƻŦ aнa ŎƻƳƳǳƴƛŎŀǘƛƻƴ ŦƻǊ 5{hǎΦ From the point of view of many distribution system 
operators, PLC should also be seen as a requirement by default for some smart grid purposes, though its 
application for mission-critical functions may be precluded.  
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Currently, due to the low cost, the power line technology is the most beneficial and least invasive for the 
integration of smart meters. PLC is the only technology which gives real network (grid) topology and 
provides remote meters reading in locations where there is no radio coverage, for example in basements. 
However, so that the PLC can become an acceptable ICT infrastructure (and a secure communication 
backbone), robust protocols have to be created so that the fragilities of PLC can be overcome.  
 
Moreover, given that PLC proves to be a viable technological solution for Advanced Metering Infrastructure 
(AMI), applications of PLC communication for mission-critical applications has to be investigated, particularly 
when PLC is considered on MV/LV lines. 
PLC used in MV/LV segments could be narrowband or broadband. A deep investigation and standardization 
effort is required in order to improve all coupling systems, EMC/EMI issues and channelling to take into 
account the different requirements in terms of reliability, latency, throughput, coexistence and interface 
physical and logical in order to assure the correct data transport and systems interoperability. 
 
It should be noted in case of high reliable and fast communication i.e. teleprotection systems path have to 
be implemented in order to fulfil the requirements using the right level of redundancy. The secondary path 
should use a technology radio or wired fulfilling the same performance requirement. 
 

DSO Recommendation: 
- The possibility of using PLC on the MV and LV networks must be protected in the long term 

through standardisation (e.g. EMC) and regulation (dedicated bandwidth).  
- Extending the performance of the PLC communication is important for DSOs to offer a robust 

and quick communication infrastructure for Smart Metering and Network Automation. An 
extension should be obtained for the use of PLC on frequencies between 150 kHz and 499 
kHz, a solution which is already used in the USA (e.g. FCC). 

 
But an extended frequency range may lead to following problems which need to be handled by DSO: 

¶ Electrical distortions of current applied electrical devices and signalling systems, 

¶ Low-voltage power supply networks do not have characteristic wave impedance, as this is common 
for other communication media. This leads to disturbances and mutual interferences, 

¶ The attenuation and impedance of the low-voltage power supply networks varies considerably over 
the whole frequency range. This leads to a deterioration in the quality and to an increase of the 
mutual interference of signals, 

¶ The attenuation and impedance depend on the devices connected with the low-voltage power 
supply network; for the DSO it is difficult to have impedance which covers the whole frequency 
range. 

 
Special attention must be paid to these problems with the extension of the frequency range on the low 
frequency equipment impedances according to EN 50065-7 and the definition of supported protocols based 
on ITU G.9960 and G.9961 for Smart Grid applications that the resilience of a network could not be harmed. 
So ESOs need to make sure that standards are developed which enable additional smart services, e.g. via a 
PLC 'plug and play' approach using current telecommunication structures over the network which also 
ensure network stability. 
 
It is also to notice that some parts of EN 50065 (part 7 currently not) are harmonized standards to the low 
voltage directive 2006/95/EC and the EMC directive 2004/108/EC with high impact on the market due to 
their presumption of conformity to European guidelines and so also to national legislation. 
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1.5. Electronic data models  

This gap also handles the identification of objects and classification of objects in a smart grid environment, 
mainly based on RDS (Reference Designation System) according to EN 81346 and ISO/TS 16952 series which 
determines structuring principles and reference designations for all types of industrial systems, installations 
and equipment and industrial products. 
 
Identification of objects and classification of objects are the minimal essential working areas, influencing the 
full scope of business activities, from procurement, engineering, maintenance, service and phasing out of 
operation.  
 
From a DSO perspective the most important features are: 

- Unambiguous identification of the objects (e.g. from HV breaker to metering equipment in a 
household) within the grid considered; this requires the use of a common identification system for 
the objects including all grids participating in the smart grid 

- Classification of the objects used in the grid 
- If the relevant object is clearly identified, the technical data associated with the object need to be 

computer-interpretable 
- Unique designation scheme reduces planning and operational costs significantly 
- Fault analysis across several grids, identification of equipment prone to faults 
- Identification and allocation of status messages in communication networks (e.g. 
- SCADA, metering protocols) 

 
These items are absolute prerequisites, for example, for any asset management application, which must be 
able to include different vendor equipment. For this equipment the same technical properties must be made 
available by the supplier of the products. As the basic standards only describe the overall RDS structuring 
principles, current supplier object designations and documentation are very different which makes the 
administration in asset management systems very complicated or nearly impossible in case of different data 
positions, so it is in the natural interest of DSOs to have harmonized object designations for administration. 
Another issue is documentation. In order to support consistency and common understanding, general 
guidelines and electronic product descriptions must be present. 
 

1.6. Harmonize Common Information Model (CIM): structure and semantics to 

 integrate variety of back office applications 

The requirements in the energy market are changing. Modern network control systems have to be optimised 
to meet these requirements. The high degree of scalability with regard to hardware configuration and 
software functionality allows flexible matching to changing requirements over the entire life cycle of the 
system and beyond. The aim is to make the system architecture modular and component-based so that a 
flexible configuration and IT integration can be implemented in a cost-efficient manner.  
 
The crucial step here is to combine the large number of autonomous IT systems into one homogeneous IT 
landscape. However, conventional network control systems can only be integrated with considerable effort. 
Additionally, the missing alignment of data modelling between control centre and field application may 
cause additional complexity and reduce reliability and upgradeability of concerned systems. 
 
Lƴ ǘƘŜ ŀǊŜŀ ƻŦ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΣ ǘƘŜǊŜ Ƴǳǎǘ ŀƭǿŀȅǎ ōŜ ŎƭŀǊƛŦƛŎŀǘƛƻƴ ŀǎ ǘƻ ά²I!¢έ ƛǎ ōŜƛƴƎ ŜȄŎƘŀƴƎŜŘ ŀƴŘ 
άIh²έ ƛǘ ƛǎ ŜȄŎƘŀƴƎŜŘΦ ¢ƘŜ ά²I!¢έ ƛǎ ǘƻ ōŜ ŘŜŦƛƴŜŘ ōȅ ƭƻƴƎ-lived object models, which need then to be 
mapped to the communication layers by means of abstraction layers. 
 
The IEC architecture for the Smart Grid is detailed in the IEC 62357 - Seamless Integration Reference 
Architecture - which is based on the established standards from IEC/TC57 and IEC/TC13 and sets these in 
relation to each other. 
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Current IEC TC 57 Reference Architecture 

Open systems through the use of standards 
A modern network control system provides the basis for integration of an energy management system in the 
existing system landscape of the power supply company through the use of standards and de facto 
standards. 
 
ω IEC 61970, IEC 61968 and IEC 62325 ς Common Information Model (CIM) ς defines the standard for 

data models in electrical networks. It supports the import and export of formats which are based on 
the XML standard 

ω Client/server configuration based on standard LANs and protocols (TCP/IP) 
ω Open interfaces (ODBC, OLE, OPC, etc.) 
ω Internationally standardized transmission protocols (IEC 60870-5, IEC 60870- 6) 

Service-oriented architecture 
A modern network control system provides a service-oriented architecture (see Figure) with standardized 
process, interface and communication specifications based on standards IEC 61968 for Distribution and IEC 
61970 for Transport or IEC 62541 OPC-UA. They form the basis for integrating the network control system in 
the enterprise service environment of the DSOs. 
 
Standards such as IEC 61968/61970/62325 (Common Information Model, CIM) ensure that topology data, 
for instance, can be exchanged between the DSOs and among their internal Information Systems, leading to 
a common semantic model, improved load flow calculation and operational reliability. 
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Vision of the future standards mapped on SGAM 

The CIM defines a common language and data modelling with the object of simplifying the exchange of 
information between the participating systems and applications via direct interfaces. The CIM was adopted 
by IEC TC 57 and fast-tracked for international standardization. In Europe, ENTSO-E has decided to adopt 
CIM and develop it on a regular basis (see IEC 62351-451-2/3). 
 
All functions described above require an increase in information exchanges and therefore a syntactic and 
semantic understanding of a variety of different domains including AMI, Transmission, Market and 
άtǊƻǎǳƳŜǊέ ƛǎ ǊŜǉǳƛǊŜŘΦ 
 
Connections to Home Area Networks (HAN) is important as a means to enable new services beyond the 
meters (incorporate smart thermostat, direct load control appliances, smart appliances and in-home energy 
displays into utility systems, as well as enabling demand-response (DR) and energy efficiency programmes). 
 
Further development of market application and cost reduction of IT development and integration by DSOs 
need to be based on an evolving and flexible data model and inter-application exchange standard.  
 
In the implementation of Smart Grids, change is to be taken into account in order to achieve sustainability of 
information and technical solutions, as has already been the case with IEC 61968/61970 and IEC 61850, so 
that basic communication technologies can be replaced in response to technical progress without any effects 
on the higher logical function and data layers. This is a relevant issue for users with regards to security of 
investment, and also of importance with regard to the migration and integration of existing communications 
technologies. 
 
The CIM forms the basis for the definition of important standard interfaces to other IT systems.  The working 
group in IEC TC 57 plays a leading role in the further development and international standardization of IEC 
61970 and the Common Information Model. Working group WG 14 (IEC 61968 standards) in the TC 57 is 
responsible for standardization of interfaces between systems, especially for the power distribution area. 
Standardization in the outstation area is defined in IEC 61850. 
 
There is also a need to: 

- Integrate DER profiling and device discovery in future IEC 61968 network extension models. In 

synchronization with IEC 61850-7-420. 

- Incorporate AMI and HAN models to allow for Demand Response capabilities and interfaces to these 
domains. Financial incentives and direct intervention cannot by themselves guarantee a successful 
demand response. Modelling of load behaviour at end-user level seems to be necessary for 
implementing a successful Demand Side Management and Demand Response. 

-  

DSO Recommendation: 
- Speed up the development of the IEC 61968/61970/62325 standards including the DSO needs to 

facilitate the Smart Grid information exchange 


